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CCTV Legitimate Interest  
Assessment  
 
 

Part 1: Purpose test 
 

Assessing whether there is a legitimate interest behind the processing. 
 

1. Why do you want to process the data? 
2. What benefit do you expect to get from the processing? 
3. Do any third parties benefit from the processing? 
4. Are there any wider public benefits to the processing? 
5. How important are the benefits that you have identified? 
6. What would the impact be if you couldn’t go ahead with the processing? 
7. Are you complying with any specific data protection rules that apply to your 

processing (eg profiling requirements, or e-privacy legislation)? 
8. Are you complying with other relevant laws? 
9. Are you complying with industry guidelines or codes of practice? 
10. Are there any other ethical issues with the processing? 
1. We process CCTV footage to help prevent and detect crime, protect parish-

owned property and community facilities, enhance the safety of residents and 
visitors, and support law-enforcement authorities when incidents occur. The 
processing is necessary for the performance of a task carried out in the public 
interest, consistent with our statutory powers to protect local amenities and 
maintain public order. 

 
2. The key benefits are: 
 Deterrence of antisocial behaviour and criminal activity. 
 Improved community safety and reassurance. 
 Evidence to assist police investigations where a crime or incident has occurred. 
 Protection of parish assets against vandalism or theft. 
 More effective response to reports of incidents in high-risk areas. 

3. Yes. 
 Police and other law-enforcement agencies benefit from access to relevant 

footage when investigating offences. 
 Residents, visitors, and local businesses benefit from safer public spaces and 

the reduced likelihood of crime as the system acts as a deterrent. 
 Insurers may benefit indirectly through reduced claims for damage or crime. 
Footage is only shared with third parties where legally justified and in accordance 
with data-protection legislation and CPC CCTV Policy. 
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4. Yes. CCTV contributes to a safer and more secure environment, improves 
public confidence, assists emergency services, helps maintain public order, 
and reduces the social and financial costs associated with crime. It also 
supports community well-being and helps protect vulnerable individuals in 
public areas. 

 
5. The benefits are significant. Crime prevention and public safety are essential 

elements of the parish council’s duties. Without CCTV, levels of antisocial 
behaviour or crime may increase, public reassurance would reduce, and the 
parish may struggle to protect community assets effectively. For these 
reasons, the benefits are considered high and in the public interest. 

 
6. If CCTV could not be used: 
 The risk of crime and vandalism in key areas would likely increase. 
 The parish council would lose the ability to provide evidential support to the 

police. 
 Public confidence and safety may be negatively affected. 
 The council’s ability to protect public assets and respond to incidents would be 

significantly reduced. 
 Insurance costs could rise due to increased exposure to risk. 
Overall, the parish council would be less able to fulfil its duty to provide a safe 
and secure environment. 
 
7. Yes: 
 We comply with the UK GDPR and Data Protection Act 2018, including 

lawfulness, transparency, data minimisation, storage limitation, and security. 
 We do not carry out automated decision-making or profiling. 
 CCTV signs are displayed in accordance with transparency requirements. 
 Access logs, retention periods, and deletion procedures are in place. 
 Any remote or network-connected CCTV systems comply with relevant security 

standards. 
 
8. Yes.  We comply with: 
 The Protection of Freedoms Act 2012, including oversight by the Surveillance 

Camera Commissioner’s Code. 
 The Human Rights Act 1998, ensuring proportionate use of surveillance in 

public spaces. 
 The Freedom of Information Act, where applicable. 
 Health and Safety legislation where CCTV is used for site monitoring. 
 Any contractual requirements with equipment or monitoring providers. 
 
9. Yes.  We follow: 
 The Surveillance Camera Code of Practice (Home Office). 
 The Information Commissioner’s Office (ICO) guidance on CCTV and domestic 

surveillance. 
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 Good-practice recommendations for secure storage, controlled access, and 
retention. 

 Any relevant local authority or sector-specific codes. 
 
10. We have considered the ethical implications of operating surveillance in 

public place.  Ethical issues include: 
 Ensuring CCTV does not intrude unnecessarily on individuals’ privacy. 
 Ensuring cameras are positioned proportionately and only cover areas with a 

legitimate purpose. 
 Avoiding surveillance of private property. 
 Ensuring that data is not used beyond the stated purpose of crime prevention 

and detection. 
 Maintaining strong controls to prevent misuse or unauthorised access. 

Part 2: Necessity test 
 

You need to assess whether the processing is necessary for the purpose you have 
identified. 
 

1. Will this processing actually help you achieve your purpose? 
2. Is the processing proportionate to that purpose? 
3. Can you achieve the same purpose without the processing? 
4. Can you achieve the same purpose by processing less data, or by processing 

the data in another more obvious or less intrusive way? 
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1. Yes. The use of CCTV will assist the Parish Council in achieving its purposes 
by acting as a deterrent to crime and anti-social behaviour, protecting 
parish assets and facilities, improving public safety, and providing reliable 
evidence should incidents occur. CCTV footage enables incidents to be 
reviewed objectively and supports lawful investigations where required. 

2. Yes. The processing is proportionate because CCTV is limited to specific 
locations where there is a demonstrated risk or history of incidents. 
Cameras are positioned to capture only what is necessary, avoiding private 
dwellings and areas where individuals would have a high expectation of 
privacy. The system is operated with appropriate safeguards, including 
restricted access, secure storage, clear signage, and limited retention 
periods. 

3. No, not fully. While alternative measures such as improved lighting, 
signage, physical security, and community engagement have been 
considered and, where appropriate, implemented, these measures alone do 
not provide the same level of deterrence or the ability to capture evidence 
when incidents occur. CCTV is therefore considered necessary to meet the 
Parish Council’s objectives. 

4. The Parish Council has taken steps to minimise data processing by using 
fixed cameras with limited fields of view, avoiding audio recording, and 
restricting operation to relevant areas only. Data is retained for a short, 
defined period and only accessed when necessary. There is no less intrusive 
method that would achieve the same objectives with equal effectiveness. 
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Part 3: Balancing test 
 

You need to consider the impact on individuals’ interests and rights and freedoms 
and assess whether this overrides your legitimate interests. 
 
First, use the DPIA screening checklist. If you hit any of the triggers on that 
checklist you need to conduct a DPIA instead to assess risks in more detail. 
 
Nature of the personal data 
1. Is it special category data or criminal offence data? 
2. Is it data which people are likely to consider particularly ‘private’? 
3. Are you processing children’s data or data relating to other vulnerable people? 
4. Is the data about people in their personal or professional capacity? 
 

1.  No. The CCTV system records visual images only and is not intended to 
capture special category data or criminal offence data. While footage may 
incidentally capture information that could reveal such data (for example, a 
disability or an alleged offence), this is not deliberate, is unavoidable in 
limited circumstances, and is processed only where necessary and in 
accordance with data protection law. 

2. The CCTV cameras are located in publicly accessible areas where 
individuals would not reasonably expect a high level of privacy. Cameras 
will not be positioned to capture private spaces such as the interior of 
homes or other private areas. 
Clear signage will be in place to ensure transparency and inform individuals 
that CCTV is in operation. 

3. Yes, potentially. 
As the cameras are located in public areas, children and other vulnerable 
individuals may be incidentally captured on CCTV footage.  However, the 
processing is not targeted at children or vulnerable people, and the Parish 
Council has taken steps to minimise intrusion, including: 

 limiting camera coverage to what is necessary, 
 restricting access to footage, 
 retaining footage for a short, defined period, and 
 using the footage only for the stated purposes. 

4. The data relates primarily to individuals in their personal capacity in public 
areas. The system is not intended for employee monitoring or routine 
observation of staff or contractors in their professional roles. 

Reasonable expectations 
1. Do you have an existing relationship with the individual?  
2. What’s the nature of the relationship and how have you used data in the past? 
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3. Did you collect the data directly from the individual? What did you tell them at 
the time? 

4. If you obtained the data from a third party, what did they tell the individuals 
about reuse by third parties for other purposes and does this cover you? 

5. How long ago did you collect the data? Are there any changes in technology or 
context since then that would affect expectations? 

6. Is your intended purpose and method widely understood? 
7. Are you intending to do anything new or innovative? 
8. Do you have any evidence about expectations – eg from market research, 

focus groups or other forms of consultation? 
9. Are there any other factors in the particular circumstances that mean they 

would or would not expect the processing? 
1. No. 

The Parish Council does not have a direct or ongoing relationship with most 
individuals captured by the CCTV system. The footage primarily relates to 
members of the public using parish facilities or passing through public 
areas. 

2. Where a relationship exists the Parish Council processes personal data only 
for routine administrative and statutory purposes, in line with its published 
privacy notice. 
CCTV data has not previously been used for any purpose beyond police 
investigations. 

3. Yes, the data is collected directly from individuals via CCTV cameras. 
Individuals are informed through clearly visible signage that CCTV is in 
operation, the purpose of the monitoring, and the identity of the data 
controller. Further information is made available through the Parish 
Council’s privacy notice. 

4. Not applicable. 
The Parish Council collects CCTV footage directly and does not obtain it 
from third parties. 

5. CCTV footage is collected on an ongoing basis and kept for 30 days. CCTV 
is a well-established and widely understood technology in public spaces, 
and there have been no material changes in context or technology that 
would significantly alter individuals’ reasonable expectations in this setting. 
Retention periods are limited to 30 days, and footage is reviewed only 
when necessary. 

6. Yes. 
The use of CCTV for purposes such as crime detection and prevention and 
public safety is widely understood and commonly used by local authorities 
and public bodies. The Parish Council’s use of CCTV aligns with these 
established and expected purposes. 
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7. No. 
The Parish Council is not using facial recognition, automated decision-
making, behavioural profiling, or any other innovative or intrusive 
technologies. The CCTV system records standard video footage only. 

8. Yes, the Parish Council conducted a public survey on the introduction of 
CCTV within Coxhoe and 89.4% of those who responded voted in favour. 

9. The CCTV cameras are limited to public or semi-public areas and are 
positioned to avoid private spaces. The presence of signage, restricted 
access to footage, defined retention periods, and use only for stated 
purposes further supports reasonable expectations.  There are no additional 
factors that would make this processing unexpected or unfair. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Likely impact 
1. What are the possible impacts of the processing on people? 
2. Will individuals lose any control over the use of their personal data? 
3. What is the likelihood and severity of any potential impact? 
4. Are some people likely to object to the processing or find it intrusive? 
5. Would you be happy to explain the processing to individuals? 
6. Can you adopt any safeguards to minimise the impact? 
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1. The primary impact on individuals is a limited reduction in privacy, as their 
images may be recorded while they are in public or semi-public areas. 
There is also a low risk of concern or discomfort if individuals are unaware 
of the presence or purpose of the CCTV, or if footage were accessed or 
used inappropriately. 

2. Individuals have limited control at the point of capture, as CCTV operates 
automatically in the covered areas. However, control is maintained 
through: 

 clear signage and transparency, 
 the ability to access further information via the Parish Council’s privacy 

notice, 
 the right to make a subject access request, and 
 strict limits on access, use, and retention of footage. 

3. The likelihood of negative impact is low, and the severity is minor.  
Cameras are restricted to necessary areas, footage is retained for a short 
period, and access is tightly controlled. The processing does not involve 
profiling, automated decision-making, or continuous monitoring of 
individuals for behavioural analysis. 

4. Yes, it is possible that some individuals may object to or feel uncomfortable 
with CCTV.  However, the processing is limited, proportionate, and for 
legitimate purposes such as public safety and protection of parish assets, 
which are generally understood and accepted. Objections will be handled in 
accordance with data protection legislation and the Parish Council’s policies. 

5. Yes.  The Parish Council is able and willing to clearly explain: 

 why CCTV is in place, 
 what it is used for, 
 how long footage is retained, and 
 individuals’ rights in relation to their personal data. 
 This information is made available through signage, the Parish Council’s 

website, and on request. 

6. Yes. The Parish Council has implemented the following safeguards: 

 cameras positioned to avoid private areas, 
 clear and prominent signage, 
 restricted access to authorised personnel only, 
 password-protected systems, 
 defined and limited retention periods, 
 secure deletion of footage when no longer required. 
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Can you offer individuals an opt-out?  
 

Yes / No 

 

Making the decision 
 

This is where you use your answers to Parts 1, 2 and 3 to decide whether or not 
you can apply the legitimate interests basis. 
 
  
Can you rely on legitimate interests for this processing?  
 

 

Yes / No 

 

Do you have any comments to justify your answer? (optional) 
 
The Parish Council has assessed the use of CCTV against the requirements of 
the legitimate interests lawful basis under Article 6(1)(f) of the UK GDPR. 
 
The purpose of the CCTV system is to support public safety, crime prevention, 
and the protection of parish assets, which are legitimate interests of the 
Parish Council and the wider community. 
 
The processing is necessary to achieve these purposes, as less intrusive 
measures alone would not provide the same level of deterrence or evidential 
capability. The CCTV system is limited in scope, focused on public or semi-
public areas, and does not involve excessive or continuous monitoring beyond 
what is required. 
 
The potential impact on individuals’ rights and freedoms has been carefully 
considered. While CCTV results in a limited reduction in privacy, this impact is 
low and proportionate, and is mitigated through appropriate safeguards, 
including clear signage, restricted access, defined retention periods, and 
avoidance of private areas. 
 
The Parish Council is not processing special category data intentionally, is not 
using automated decision-making or facial recognition, and is not using CCTV 
for staff monitoring or any unexpected purpose. 
 
Taking account of individuals’ reasonable expectations, the nature of the data 
collected, and the safeguards in place, the Parish Council concludes that its 
legitimate interests are not overridden by the interests or fundamental rights 
and freedoms of the individuals concerned. 
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The Parish Council is satisfied that the use of CCTV can lawfully rely on the 
legitimate interests basis under Article 6(1)(f) UK GDPR. 
LIA completed by Sophie Taylor 
Date  20th November 2025 

 

What’s next? 
 
Keep a record of this LIA, and keep it under review. 
 
Do a DPIA if necessary. 
 
Include details of your purposes and lawful basis for processing in your privacy 
information, including an outline of your legitimate interests.  

 


